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We are all apprentices in a craft where no one 

ever becomes a master.

— Ernest Hemingway

Security



A Unique Perspective on Talent Development

Talent Development Experience

• 25+ IT Experience

• 15+ IT Security Specific

• 12+ IT Leadership: CIO, CISO, CTO

• Risk management team building 
approach

• Designed and sponsor IT mentorship 
programs

• Sponsor IT Intern program

Who Am I?

Education
• AS Culinary Arts: Age 21

small gap

• BS Computer Science: Age 51

• MS Cybersecurity Operations –
Coming soon!

Certification
• Novel CNE

• Red Hat Linux Administrator

• Microsoft MCSE

• CISSP

• CIPP/IT

• ISO Auditor

Yes, I made this up• McDLT

Experience
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The Talent Gap is Different than the Skills Gap
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Most hiring managers 

surveyed, reported that less 

than a quarter of applicants 

have the skills for the position 

they seek

• As alarming as the gap in the number of 
security professionals, is the gap in the 
basic skills needed

• Cybersecurity is not part of most CS 
programs or other university 
departments’ core curricula

• Sophistication of technology and 
methods used have outpaced the 
abilities of security professionals

• Workforce is highly specialized, but 
suffers from underinvested 
educational pipelines and disjointed 
development programs

• The Internet of Things has created a 
greater attack surface; more things 
are connecting to the Internet than 
people 
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Four Quadrants of Security Skills
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• Highest demand 
and growth in 
the right-most 
quadrants

• Shift Right – The 
rigor/discipline 
of control-based 
GRC and data 
science applied 
to the execution 
of cyber 
security

• Skills Gap 
crosses all 
quadrants = Greater Demand



Key Trends in Cybersecurity Demand

Fastest-Growing Skills in 
Cybersecurity Job Postings

Five-Year 
Growth

Python 309%

HIPAA 248%

Risk Management 209%

Internal Auditing 200%

Audit Planning 170%

Risk Assessment 169%

ITIL 153%

Management IS 132%

Accounting 121%

Configuration Management 106%
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Source: Burning Glass, 2015

Cybersecurity jobs are in 
demand and growing across 
the economy 
• Professional Services, 

Finance, Manufacturing, & 
Defense have highest 
demand

• Fastest increases in demand 
are in industries with 
increasing volumes of 
consumer data 

• Finance (+137%), Health Care 
(+121%), and Retail Trade 
(+89%)

Cybersecurity positions are more 
likely to require certifications 
(>35%) than other IT jobs (23%)



Key Trends in Cybersecurity Demand

Positions calling for financial skills or a security clearance are even harder to 
fill than other cybersecurity jobs 

• Hardest-to-fill cybersecurity jobs call for financial skills, knowledge of 
regulations like SOx AND traditional IT security skills. 

• More than 10% of cybersecurity have a security clearance requirement.

• Because finance and IT skills are rarely trained for together, there is a skills gap 
for workers who meet the requirements of these “hybrid jobs.”

Employers demand a highly educated and highly experienced cybersecurity 
workforce 

• 84% of jobs specify at least a bachelor’s degree, and 83% require at least three 
years of experience. 

• More than 10% of jobs have a security clearance requirement and take on 
average 10% longer to fill than jobs without a security clearance. 
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Because of the high education and experience requirements, skill gaps cannot 
easily be resolved though short-term solutions.  Colleges, employers and training 
providers must work together to cultivate a talent pipeline for these critical roles



Execution Skills in Demand

Broad Understanding

• A broad understanding comes from 
experience, apprenticeship, and a 
passion for the field 

• Using acknowledged processes, best 
practice, and professionalism, ensure 
that workers are competent, prepared 
and capable of making correct 
decisions

Technical Knowledge

• Industry-led certifications provide 
benchmark for skills delivered through 
training and accreditation

• Nationally establish certification and 
licensing requirements
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Plus…
Analytical Capabilities

• Professional, scientific approach 
as well as analytic and cognitive 
thinking with structured and 
disciplined education

Broad

Understanding

Analytic
Technical 

Knowledge

Security
Professional



The Information Security Professional Craft

Craft

• The threat landscape changes 
radically every year; diversity is a 
force multiplier for the necessary 
creativity and problem solving skills

• A smart team of people with 
different backgrounds, unified in 
their passion for the craft, make the 
best incident responders, penetration 
testers, and security analysts
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Profession

• The field is compared to 19th century 
medicine, rife with self-taught 
practioners in need of standards in 
education, certification, and 
accreditation

• Information Protection is a profession 
that requires technical proficiency, 
but as important is experience, 
creativity, and passion for learning 
security

Both! certification and accreditation are important, but wasted without 
practical experience and genuine passion.  CISO’s, certification boards 
and educators need to work together to establish curriculum and tiered 
standards and criteria for the Information Security professional



Technical Knowledge

Industry Recognized Certifications

• Broad Knowledge: CISSP – (ISC)2

• Privacy: CIPP - IAPP

• IT Audit: CISA – ISACA

• Pen Testing: CEH – EC
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Technical Mastery
• Broad and deep technical expertise

• Establish and maintain required levels of 
training and education

• Tools into processes; practical experience

• Credentials

Vendor Specific Tools
• SIEM / Analytics / Forensics

• Intrusion monitoring 

• Penetration testing (business logic)

• Firewalls and networking

• Operating Systems

• Applications w/ sensitive data (ERP, etc.)

“The next national security crisis may not be a terrorist attack on commerce, utilities or 
shutting down critical infrastructure. The next national security crisis, instead, may be a lack 

of ability to mitigate or respond to such an attack because there’s no one available to 
mitigate the attack or respond to it.”

Certification Postings (1,000)

CISSP 102

CISM 85

CEH 10

Security+ 8

GSEC 5

Source: SearchSecurity Survey, 2016



Analytical Capabilities

Benefits

• Professional, scientific approach

• Structured, disciplined education

• Develop and maintain a professional 
Common Body of Knowledge (CBK)
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"If our premium universities don’t 
learn from experience, what can we 
expect from other, less-learned 
organizations?“ -- Igor Baikalov; 
Securonix chief scientist in response 
to UCLA’s second major data breach

Analytic /Cognitive Thinking

• The field was born by self-taught 
hackers; university cybersecurity 
education must

• Emulate and nurture that spirit

• Hone those specific skills

• Interactive real-world scenario 
labs and challenges

• Gamification

• Abstract thinking, logic puzzling

“We will never get to the workforce needed until we have the majority of schools 
and universities teaching the basic skill sets required in the field and this becomes 
part of a standardized core curriculum, just like basic history, math, and other basic 
courses. Cybersecurity, after all, is part of everyday life”  -- Melissa Hathaway



An Impractical Approach
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While some argue for a 
national clearinghouse 
association for 
certifications, there is 
greater benefit to a 
decentralized system 
with centralized 
oversight and 
accreditation (like 
college regional 
accreditation)

Vendors will always 
know their systems 
best and the various 
organizations add 
greater contributions 
than just certification



A Practical Staff Development Approach
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Level Example Education Certification Experience

Entry Junior SECOPS, IT auditors BS Ethics , Security 
Awareness

1-3 years

SME Engineers, lead auditors BS CISSP or CISA
Tool Specific

3-9 years

Guru Authors, Security architects, 
Industry experts

Masters Multiple
certifications

9+ years

Senior level staff qualifies junior levels as part of the mentoring program 

Framework integrating common best practices, core curriculum tenets, and 
minimum standard requirements

External skills assessments like what is offered by SANS Cyber Talent augments the 
assessment with actionable statistics

Work with higher education to include experience in the curriculum to meet the 
minimum requirements; Universities should require a minimum number of 
practical application hours for graduation



Additional Resources

• National Institute of Cybersecurity 
Education (NICE) 
o Common Framework

o Organization Planning Tools

o Training and Assessment Tools

http://csrc.nist.gov/nice/

• National Institute of Standards 
and Technology
o Cybersecurity Framework

o Consistent with ISO27000, COBIT 5, 
NIST SP800-53, and ISA62443 (ISA99)

http://www.nist.gov/cyberframework/

• SANS Institute Master’s Program
o Combination of theory, practical, and 

leadership disciplines 

o broad, technical, and analytic -> 
practical application, certifications, 
and academic focus

http://www.sans.edu/academics/mast
ers-programs/msism
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• Cybersecurity Credentials 
Collaborative 
o Craft-based advocacy of credentials

o Vendor-neutral

http://www.cybersecuritycc.org/ 

• (ISC)2 Global Academic Program
o University Partnership

o Industry-Academic cooperation

https://www.isc2.org/

• Others
o SANS Cybertalent Assessment 

https://www.sans.org/cybertalent/

o Hack This!    
https://www.hackthis.co.uk/

o Cyber Siege  
http://cisr.nps.edu/cyberciege/

o Certification Guide

https://www.concise-
courses.com/training/#cybersecurity-
speciality-courses

http://csrc.nist.gov/nice/
http://www.nist.gov/cyberframework/
http://www.sans.edu/academics/masters-programs/msism
http://csrc.nist.gov/nice/
https://www.isc2.org/
https://www.sans.org/cybertalent/
https://www.hackthis.co.uk/
http://cisr.nps.edu/cyberciege/
https://www.concise-courses.com/training/#cybersecurity-speciality-courses


Questions?
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Passive Requirements

• Do you require a college 
degree?  2 year?  4 year? 
Masters?

• Do you require certifications? 
Which ones?

• How much experience? At 
different levels?

Proactive Leadership

• Do you advise interns source 
schools on curriculum?   

• Do you participate in the   
certification  bodies agenda?

• Do you have a formalized 
mentoring program?


